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TpeHnabl 1 MOTEHIUAJI POCCHIICKOI0 ceKTOpa
kudepoesonacuocTu - 2023

25 masn 2023 roaa
Kpacnompecnenckas, 12 | Koarpecc-Leatp LIMT | Mocksa

Poccuiickuit  peiHOK KHOEpOE30MaCHOCTH, MO MHEHHUIO JKCIEPTOB, HAXOAUTCA B
BBITOTHOM TOJIO’KeHHUU. OTEUeCTBEHHBIE MPOU3BOJUTENH YXKE JABHO MPEIaraloT KOMIAHUIM
JIOKAJIbHbIE DELIEHUS MPaKTHUYEeCKH B JIIOOOM TEXHOJOTMYECKOM Kiacce. J[OBONBHO cTporue
CTaHAapThl M TMOJMTHKA TOCyJapcTBa B ATOW 007acTH 3alIOKWIM (QYHIAMEHT B CETMEHTE
knOepOe30nacHOCTH, B pe3ylbTaTeé Yero Ha MHPOBOM pBIHKE YKe JaBHO paboTaroT
KOHKYPEHTOCIIOCOOHBIE POCCUICKHE TPOU3BOIUTEIH.

C Toukm 3peHus: OuzHeca, KuOepOE30MacHOCTh — 3TO HE TOJIBLKO TEXHOJIOTHH U METOJBI,
a B OONbIIEH CTETICHH TMPOIICHTHI OFOKETa M KOHKPETHBIE CyMMBI, KOTOpPbIE HEOOXOIMMO
BBIJICJISITH JIJIS1 IOJZICP>KaHUsI BBICOKOTO YPOBHS 3aIIUIIIEHHOCTH Ou3Hec-mporieccoB. CTaHOBUTCS
MOMYJISIPHBIM KOMITJIEKCHBIN MOAX0A K 0€30MacHOCTH, KOTOPBINA 3aTparuBacT Kak MPOrpaMMHBINA
YpPOBEHb, TaK M YPOBEHb B3aUMOACUCTBUN W pertameHToB. O TOM, Kakod momxox OyaeT
JTOMHHHUPYIOIUM B Omwkaidimem Oymymem 25 wmas 2023 roga Ha IUIOMIAAKE IIEHTPA
koHdepennuii  “Ceroansi” pacCKaxyT OKCIepTbl B cdepe OTeYeCTBEHHOTOo CEKTopa
kubepOezonacHocTu. [lpeacraButenu OuszHeca OOCYAST aKTyalbHBIE BOMPOCHI, MPEACTaBST

MPAKTHUKU UCIIOJIb30BAHUA HOBOBBGI[CHI/H\/‘I " OpCACIAT TOUYKHU pOCTaA.

®Dopmar: BBICTYIUIEHHE CIIUKEPOB C JI0KJIa/1aMU, BOIIPOC-OTBET, KNUBasl JUCKYCCHUS.

enb: obMmeH wuHpopMmanuel - TpodecCHoHaNbHBIM OIBITOM, B3IISJaMH Ha MPOOIEMBI
CBSI3aHHBIMH C BOIIpOCcaMH KHOepOe30MacHOCTH U MPEICTaBICHUEM TEXHOJIOTHH, MO3BOJISIOLINX
3TH mpobOseMbl A()PEeKTUBHO pemaTh, a TakKe COBMECTHOE IOCTPOCHHE CTpPATETHH IS
opraHm3aluu  mporecca obecredeHus HHGOPMAIMOHHON  0O€30MacHOCTH B HOBBIX
MH(OPMAITMOHHBIX PEATUsX.
Aynurtopus: OKCHepTel B ob0nactu kuOepOe30macHOCTH, TPEACTaBUTENU MNPO(HUIBLHBIX
accouuanuii, HaydyHbeXx oObemuHeHWd u MW, mupektopa mo 0€30MacHOCTH, TUPEKTOpa IO
pa3BUTHIO, (UHAHCOBBIE W KOMMEpUYeckue nupekTtopa, IT-cmermumanuctsl, pa3pabOTYUKUd U
MHTErPaTOPhI PEIICHUN.

Pacnucanue koHdepeHnun:

09.30 - 10.00 PerucTparmus y4acCTHUKOB, IPHUBETCTBEHHBIN KOode

10.00 - 11.30 CTpaTreruuyeckas ceccus

Oco0eHHOCTH MOArOTOBKH KAaJAPOB B YCJOBUSIX HHU(POBOIl HeonpeaeJeHHOCTH: OT
KH0ep-pPUCKOB /10 peajibHbIX HH(PPOBBIX NPOIYKTOB.
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11.30 - 12.15 O6meH MHeHUsIMH, Ko(e-Opeiik

12.15 - 14.15 dopcaiiT-ceccus

KarwueBbie GakTOpbl M3MEHEHUI HA PhIHKE HHPOPMAIIMOHHOI B KMOep0e30acHOCTH
Poccun. TpeHnabl, NPOrHo3bl, aHAJIUTHKA: KAK yI0BJIETBOPUTH cripoc?

14.15 - 14.45 OOmen MHeHUsIME, KOde-Opeiik

14.45 - 16.30 IIpakTnueckas ceccust

Pemiennsi 1 MHCTPYMEHTHI IPOTHBOAEHCTBUSI COBPEMEHHBIM aTAKaM Ha NpuMepe
aKTyaJIbHBIX KelicoB.

16.30 - 17.00 XKuBoe ob1ieHue, 3aKkpbiTie KOHDEPEHINH

KnroueBrie TeMaTHUYeCKHE OIOKU IIporpamMmabi:
® BOl'lpOCbI HMIIOPTO3aAMECINCHUS, KAAPOBOI0 HAIIOJJHCHHUSA U IrOCyTapCTBEHHOI'0

peryJiupoBaHusi OTPAC/IH.

e Hosblie TexHonoruu: kiawdeBbie UT-Tpenanb 2023 rona. CoBpemMeHHbIe MOIAX0AbI H
CIOCO0bI: KAK UCNMOJb30BATH U 3AIMIIATH JaHHbIE B NePUO] TYpOyJIeHTHOCTH ?

e Kulep-ycToiiunBOCTh OpraHM3anmii, 3amuTa HHPPACTPYKTYPHI OT MAaCCOBBIX H
1eJIeBbIX aTaK - MOCTPOeHHe CTPaTernu, Kudepy4eHusi, BbIOOP HaJeKHbIX pelleHn i
niasa Ub B uugposyio 3moxy.

Mozeparophl 1€J0BOM AHEIN CECCHIA:
Buaagumup YiabsHOB, pyKOBOANUTENb aHAIMTHYECKOTO IIEHTPa KOMIIAHUU Zecurion

AnHa MaJlMHOBCKAasl, TEPPUTOPUATIBHBIN pyKoBOIuTENb B LIeHTpambHOM (enepaabHOM OKpyTe
VYHusepcurera MHHOMIONMC

HBan 3u10T0B, 3KCIIEPT PErHOHANBHBIX IPyNI B cepe npodhoprueHTauH, TUPEKTOP
JenapramenTa no passututo [Ipopuaym

Banepuii UBanoB, penaktop noprana Kudep Menua

I. Crparernyeckas ceccust

OcCo0eHHOCTH MOArOTOBKU KAaJAPOB B YCJOBUSIX HHU(POBOIl HeonpeaeJeHHOCTH: OT
KHOep-PUCKOB /10 peajbHbIX HH(POBBIX NPOIYKTOB.
[Ipennaraercs B TPOMOIDKCHHH JUCKYCCUH O KHOEpOE30MMacHOCTH, PACCMOTPETh CHECIH(UKY
MOATOTOBKH KagapoB B 3Tou cdepe. [Ipobnema “kaapoBoro romoma”, mpodopreHTAITMOHHBIX
MEpOTIPUSTHH, ABIsIETCA Oojiee 4eM OCTpOM B HacTosIiee Bpems. B 3Toil CBs3M, mpeaaraercs
Oonee neTadbHO OOCYIUTH BO3MOXKHBIE pEIICHUS JaHHOM TpOoOJeMbl U  TOTOBBIE
aJIMMHHUCTPATUBHbBIE, IU(PPOBBIC, KOHILIECNITyadbHble MHCTPYMEHTHI. 2023 ron oObsBieH “Tomom
HACTAaBHUYECTBA’, TOTOMY OCOOCHHO Ba)XKHO PACCMOTPETh HHU(POBBIE BHI3OBBI C YYETOM
peanbHBIX 3amMpOCOB TocymapcTBa W OusHeca. Peammzanusi HampaBiIeHHs] TEXHOJIOTHYECKOTO
cyBepenurera Poccuiickorn denepanuu BO3MOKHA HCKIFOUUTEIBHO IIPU MIPABUIBHOM IIOJIXOME
(dbopMUpOBaHUS KaJIpOB M MX IMOATOTOBKH Ha (hefepaibHOM, PETHOHAILHOM U MYHHUIUITAIIEHOM
YPOBHSIX.
Tembl 10KAa10B ¥ BOIPOCHI CECCUU:

e CymecTByromuii MUPPoBoil MacmiTad KUOEep-yrpo3 M TEXHOIOTUYECKOTO CYBEPEHUTETA!

9YTO HEOOXOAMMO MPHU MOJATOTOBKE CIEIIHAIUCTOB (TEXHOIOTUH/TIPABO/SKOHOMUKA)?
e [loaxonpl kK 0Opa30BaHMIO C YUETOM 3arpocoB “UHUGPOBOI crienHa3” U “yHUBepCaIbHbINA
conaar”’ B yCIOBUSAX MH(GOPMAIIMOHHON O€30TTaCHOCTH.



o IIpodopuentamus 5.0: OT KOHIETIIHA K KOHKPETHBIM U(PPOBBIM MPOAYKTaM (peaabHbIiI
KEIC)

e (OpraHu3alMOHHO-aAMUHUCTPATUBHBIE MEXaHU3MbI (LIEHTPHI, JIA0OpaTOpUU, IEJIEBbIC
MPEANPUATHS U T.J.) JUISl peaju3aliy KaJIpoBOro MOTeHIMaNa (IpOrpaMMbl YKPETUICHUS
TEXHOJIOTHYECKOTO CYBEPCHHUTETA).

[IpurnanieHHble SKCTIEPThI U CIIUKEPHI:
JleB MarBeeB, nipe/cenarenb coBeTa nupektopoB “Cépulludopm”

Tumodeii MaTpenunukuii, pykosonutens HanpasieHus Guardant Komnanuu “Axtus”
Jlronmuiia Tontapb, nupekrop Llentpa Komnereniuii nmo nudpoBusanuu Ou3HEC-IpoOLECCOB
@®PID, npenoxasarens, sxcnepT Llentpa Lludposoii Tpancpopmarun PAHXul C

EBrenuss JImutpueBa, Ilpesunent Coroza noguepkKKku M pa3BUTHUA TE€XHOJIOTMUECKUX
Komnanui, nupekrop no crparernyeckum kommyHukarusam HTL T Poca

Makcum HOBauéB, HayaJIbHUK OTHENIAa MCCIEAOBAHUM KOTHUTHUBHBIX onepauuii LlenTpa
KOTHUTUBHOW 000pOHBI HNKEropo1ckoro rocy1apcTBEHHOTO JINHIBUCTUYECKOTO YHUBEPCUTETA
AnHa AOpamoBa, 3aBenyromuid kKadenpoil 1HMPPOBOH SKOHOMHUKM W HCKYyCCTBEHHOTO
uHTENeKTa rpynnsl komnanuit AJIB, nupekrop LlenTpa nckyccrsennoro unremiekra MI'TMMO,
K.J.H., IOLEHT

Oubra Tepewienko, nexat opuandeckoro dakynasreta PTANC

II. ®opcaiiT-ceccust
KuroueBblie akTopbl H3MEHEHUI HA PbIHKE HH(POPMALIMOHHON M KHOep0e30acHOCTH

Poccun. TpeHabl, NPOruo3bl, aHAJTMTUKA: KAK YI10BJIETBOPHUTH CIIPOC?

TeMbl 1OKIaaJ0B ¥ BOOPOCKI CECCHU:

e AKTyasibHBIC 337]a4M B 00JIaCTH WH(POPMALMOHHOM Oe3omacHocT B 2023 romy.

e lImmopro3amenieHue - ApaiBepbl M MOUCK MAaKCUMAJIbHO (P (GEKTUBHBIX MyTEH rmepexoa
Ha poccuiickue pemeHus. TenaeHuun-2023.

e [lepcnekTHBBl M BaXXHOCTb CO3JAaHUSA YCIOBUH M Cpelapl Uil YCKOPEHHOIO pocTa

IIEPCIEKTUBHBIX IPOEKTOB. Kakue mepsl noanepxkku poccuiickux U T-npoussonureneit
paboTaroT 1 YTO enie HeoOXOIUMO CCIIATh?
Kubepyuenus u 3ammra UT-undpactpykrypsl npeanpustus: TeHaenuun 2023 rona.
[TpakTuka nmmnopro3amenieaus [dAM/IGA-cuctem. Kak ynpaBiste 10CTymom B
OpraHm3anusx roccekropa’?

o MexaHU3Mbl IPOTUBOJICHCTBUS KnOepaTakaM: oTpaciieBble crienn(uKH.

IIpurianieHHpIe SKCIIEPThI U CIIUKEPBL:
EBrenunii Xacun, 3amecturens aupextopa JlemaprameHra obecrneueHus kuOepOe30mnacHOCTH

MunucTepcTBa HU(POBOTO Pa3BUTHS

Koncrantun CamaroB, wieH AcconManuyd pyKOBOAHWTENeH Ciayx0 HHPOPMAIIMOHHONI
0€30macHOCTH

Huxonaii Arpunckuii, renepanbHblii qupektop komnanuu Infosecurity (Bxonut B I'K Softline)
AHTOH AJleKkceeB, TeHEPAIIbHBIN TUPEKTOP A3pOoKoCMUYECKO kopniopannu “HoBblit kocmoc™
Pycaan JIo:KKHH, pyKOBOJIUTENH CITY>KObI HH(POPMAIIMOHHOM O6e30macHoCTH, AOcommoT bank
JAvurpnii OBYMHHHKOB, DIABHBI CHEHMAIUCT OTAENA KOMIUIEKCHBIX CHCTEM 3alllUTBI
unpopmaruu “TazunpopmcepBuca”



Hrops 3aneBckmii, pyKoBOIUTENb LIEHTpa paccienoBaHusi kubepuHiuaeHtoB Solar JSOC
CERT xomnanuu “PTK-Conap”

III. IlpakTuyeckasi ceccus
PemieHusi 1 HHCTPYMEHTHI NPOTHBOACHCTBUS COBPEMEHHBIM aTAKAM Ha NMPUMepe

AKTYaJbHBIX KeHCOB.

TeMbl JIOKJIaJI0B U BOOPOCHI CECCUU:

e (OO030p WU3MEHEHHWH B 3aKOHOJATENIbCTBE. Peanmzanus Mep 1O 00€CIECUCHUIO
nH(GOPMAIIMOHHON 0€30MacHOCTH B cOOTBEeTCTBUU ¢ Yka3zoMm llpesumenta Ne 250 u
TpeboBaHusIMU denepanbHbIX 3akoHOB 1 HITA.

e VipaBiieHHE KOMITaHUEH mocpea Mu(POBHIX BBHI30BOB U IMOJ IMIKBAJIOM KuOeparak. Kak
o0ecrneunTh KHOepyCcTONYUBOCTh KOMITAHUU?

e Kak BHempeHHME TEXHOJIOTUH, IIeb KOTOPBIX — OOJIETYeHHE MPOU3BOACTBEHHBIX
MPOLIECCOB, OJHOBPEMEHHO C ATHM TIOBBIIIAET PUCK BMEIIATENbCTBA U KUOEpyrpos?
[IporHo3bl: HOBbIE HHCTPYMEHTHI 3710yMBIIIUICHHUKOB Ha ocHOBe U

e ABroMaTHu3alUs IPOU3BOACTBEHHBIX IPOLIECCOB = VYSI3BUMOCTh JUIsl KuOeparak.
[IpoGnema BiMsiHUS HUPPOBBIX TEXHOJOTMM Ha pa3BuTHE cdepbl MHDOPMALMOHHON
6e3omacHoCTH. CITOCOOBI TPEOOICHUS - MHEHUS DKCIIEPTOB.

Kparnsiit poct peika DCAP: mouemy KOMITaHUM TakK XOTAT pa3o0parh Bce JaHHbBIE?
Tpanchopmarmuss SIEM B paspeze 2020-2023: mnpeumymectBa W HEAOCTATKU
MCIIONIb30BaHus. UTO OBUIO U YeTo OKUAaTh?

Cobmonenue TpeboBanmii 3akoHoAareabcTBa o I1]] mpu BHeapeHuun/ucnonp3oBanuu DLP
D¢ dexruHast 3ammra or DDoS-arak. AKTyasbHbIe TEXHOJIOTUU U pa3padoTKy.

H[!I/IFJ'I&IHGHHBIG OKCTIECPTHI U CTIMKCPBI:
Yandex Cloud (criukep yTO4HSIETCS)

Autexceit MyHTsIH, coyupeauTenb Russian Privacy Professionals Association, Unen CoBera
TIIII P® 1o pa3BUTHIO aHTUKOPPYIILIMOHHOIO KOMILUIACHCA U JEJI0BOM 3TUKH, SKCIIEPT 110
3aIlUTE EPCOHANBHBIX JAHHBIX

Anactacus @egopoBa, BeaylLHii SKcepT 1o nHpopmannonHoi 6ezonacHoctu KPOK
Enena JINTBMHOBA, TUPEKTOP 1O CTPATETMUSCKUM IMPOCKTaM M HOBBIM ITpakTHKaM Positive
Technologies

JAmutpuii [asoB, sxcnept o kubepbdezomacHoctu “Jlaboparopun Kacmepckoro”

Auekceii [lapdentbeB, pykoBoauTeb oTAena aHanuTuku “Cépulladopm”™

JIOTIOTHUTENIBLHBIC TEMBI JUIS JIOKJIAJIOB U O6C¥)I(2!€HPII>1.

[IpoexTupoBanue, BHEIpEHHE pellieHui ceTeBoi 6e3omacHocTH. 3amuTta ot DDoS-arak. 3amura
BEO-TIPUIIOKEHUH OT WU3BeCTHBIX W HeuwsBecTHhIX arak (WAF). Cucrema ynpapneHus
ys3BuMocTsaMu (VM). AHanu3 Kozma CIIOKHBIX COBPEMEHHBIX cHcTeM 1o TpedoBaHusM Ub.
3amuTa KOPHOpaTUBHBIX U JMYHBIX yCTpoilcTB. YmpasieHnue aoctynom (IDM, PIM, PAM) u
KOHTpPOJIb TIOTOKOB HH(pOpMaluy, TNepeceKarolux MNepuMerp, aHaiu3 3PPEeKTUBHOCTH
COTPYIHUKOB. 3allldTa yAaJeHHOW ayTeHTHUUKauuu s olecreyeHus Oe30macHOCTH
ousHec-nporeccos. [IpenorBpaiieHus yreuek 3 nHGOPMALMOHHON cucTeMbl. BhisiBeHue yrpo3
Tt OM3Heca.



bunem xamezopuu “/lenecam”
% VwyacTue B KauecTBe Jieerara B JAe10Boi mporpamme (1 y4acTHHK), BO3MOKHOCTh
3aJ1aBaTh BOIIPOCHI CIIMKEpaM U MPUHUMATh y4acTUE B IUCKYCCUU
% Marepuaisl 10 KTOraM BCTPEYH - TIPE3EHTAIIUH, BUAEO3AMUCH, CEPTU(UKAT YIaCTHHKA
(o 3ampocy)
% ®oT0-Marepua, MoCT-peius
% Kode-0Opeiiku

Perucrpanus Ha caiite koHdepenuun>>>

Opraunusarop: ueHTp koHpepenumi “Cerogus’

Padora ¢ nHpopManMOHHBIMH NapTHepaMu U akkpeautanuss CMU:
Enena Kokynoga e.kokunova@eventtoday.biz

ITo Bonpocam IlapTHepckux onumii 1 pa3MenieHUs CTEH/I0B:

[TaBen KoBanenko p.kovalenko@eventtoday.biz
ITo Bonpocam nporpamMmMbl U peructpanus aeaeraron: +7 (983) 620 17 88 cc@eventtoday.bi

C Mepamu, KoTOpble TpeanpruHIMaeT OpraHus3arop B CBSI3U C yrpo30i pacpoCTPaHEHUSI BUPYCHBIX HH(EKINH, BB
MOYKETE 03HAKOMUTBCS 110 CCBUIKE

* - QUHATBHBIT COCMAB CRUKEPOB MOXCEM OMIAUYAMbCS OM NEPEOHAUANLHOU Npocpammbsl ** - opeanuzamop ne
Hecem OmeemcmeeHHOCHb 3d USMEHEHUe COCMABA OOKIAOUUKO8 U BPEMEHU UX GbICIYNIIEHUS, NPOU30ueouue no
He3a8UCAUUM OM OP2AHUIAMOPA NPUYUHAM
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